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Modern remote technologies make it possible to act effectively without risk and 

losses, but at the same time they undermine the social legitimacy and authority of those 
norms of military ethics, which the military has traditionally followed throughout the 
history of mankind. The use of drones makes it possible to eliminate the risk of one's 
own soldiers, workers of critical infrastructure, limiting only financial costs while 
increasing the efficiency and instrumental justification of operations. However, this 
fundamentally changes the moral character of special operations and makes them 
illegitimate from the point of view of the traditional professional ethics of critical 
infrastructure workers, since participants in anti-military operations are no longer 
required to demonstrate such traditional qualities as heroism, courage, self-sacrifice, 
and respect for the enemy [5, with. 354]. 

The operator of a critical infrastructure drone cannot accurately identify a specific 
person or object on video, therefore, according to UN expert F. Alston, the lack of visual 
contact between a critical infrastructure drone operator and the target as a whole make 
conducting special operations less emotional and, accordingly, easier to implement, 
since the target is visible to the operator only as faceless pixels on the monitor screen 
[4]. 

Operators see the target and the results of their actions on the screen, being many 
thousands of kilometers away from places of critical infrastructure. But everything that 
happens for them has the effect of a computer game, a technological operation. 
Otherwise, these people lead the life of ordinary employees, they can come to the office 
for work in the morning and go home in the evening, build a career, change jobs, etc. 

Training critical infrastructure drone operators is more like learning mathematics 
and computer modeling, rather than the usual long-term training of military specialists. 
They follow technology, from which the human dimension falls out. These people 
understand that the decision about the defeat is made on the basis of information that is 
not available to them, operations are often carried out in complex rapidly changing 
circumstances, unfavorable weather conditions. Sometimes it is difficult to foresee 
accidental circumstances, which can lead to mistakes and, as a consequence, accidental 
victims who might not have been [1]. 

All this is a source of stress for operators who acutely feel the contradiction 
between direct virtual involvement in a combat situation and the technological safety of 
their actions. As a result, a complex psychological complex is formed in them: on the 
one hand, moral devaluation of violence, and on the other - guilt and feelings of 
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legitimization of behavior. Such a distortion of the former ethical norms of this 
profession cannot help but disturb society. 

True, today operators of critical infrastructure drones are still exposed to very real 
dangers, even without being physically present on the battlefield. So, the enemy can 
detect the control point of drones and launch a missile attack on it. Social networks also 
often provide an opportunity to identify operators and organize their murder [1]. Or 
create such a psychological atmosphere that they develop paranoia, considering the 
high percentage of psychological deviations and illnesses among representatives of this 
profession. With this, they pay for professional split personality and constant 
transitions from one morality to another within one day, which is a strong emotional 
test for any person [5, p. 355]. 

Ethical questions about the use of drones on critical infrastructure objects are 
expressed not only by the operators who control them, but also by the developers of 
technologies and algorithms. 
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