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O0cHAr Kypcy Ha MOTOYHM HABYAJIbHUH PIK:

Jlenne
KingpkicTh . .
: Jlabopatopui | CamocrTiitHa .
KpEIUTIB/ Jlekuii 3BITHICTb
3aHATTS poboTta
TOJINH
5/150 26 24 100 3aITiK
3aoune
KinpkicTh : oy
: JlaGoparopui | CamocriitHa .
KpEJIUTIB/ Jlekuii 3BITHICTb
3aHATTS pobota
T'OJINH
5/150 12 12 126 3aITiK

CeMecTp: OCIHHI/BecHsHHH

MoBa HaBYaHHA YKpalHCbKa

Karw4oBi cioBa: inpopmaniiina Gesnmeka, 3axucT iHpopMaii, MOMTUKKA O€3MEKH, CIyKOU
Oe3mneKu.

MeTta Ta npeamer KypcCy: cdopMmyBard Ta pO3BHHYTH Yy 3400yBauiB Kypcy mpodeciiini
KOMIIETEHIIil, 10 JO03BOJIAIOTH IM 3aCTOCOBYBAaTH Cy4YacHI TEXHOJOril 3axucTy iHdopmarii,
BUOWpaTH 3aco0M Ta IHCTPYMEHTH 3axucTy 1HQopmarii, sKi MIHIMI3yIOTh 3arpo3u
HECaHKIIIOHOBAHOTO J0CTyny 10 AaHux. ®opMmyBaHHsA y 3400yBauiB 3HaHb, yMiHb, HaBUYOK Ta
JIOCBIY ISITBHOCTI, SIKI XapaKTepHU3yIOTh €Tanmu (OpMyBaHHsS KOMIETEHINH y Taimy3i 1udpoBoi
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€KOHOMIKH Ta PO3BHUTKY ITM(POBOI TPaMOTHOCTI YYAaCHUKIB OCBITHBOTO TIPOIIECY, OCBOEHHI
npodeciitHol koMmneTeHuii y cdepi inpopmariiitnoi 6e3nexu (kibepOesnekn)..
KoMmmneTeHTHOCTI Ta NporpaMHi pe3yJibTaTH HABYAHHSA .

3aranbHi KOMIIETEHTHOCTI!

- 3K 3parHicTh 3HaxoauTH, oOpoOJATH, iH(MOpMAIiI0 3 PI3HUX KEpeJ, aHali3yBaTH Ta
CHHTE3YyBaTH Ha OCHOBI NEpeBipeHUX (PAKTIB Ta JIOTIYHUX aAPTYMEHTIB.

- 3K 3paTHicTh puitMaTi OOTPYHTOBAHI PIllICHHS.

- 3K HaBuuku BUKOpUCTaHHS 1HPOPMALIHHUX 1 KOMYHIKaIHHUX TEXHOJIOT1H.

®axoBi KOMIETEHTHOCTI!

- ®K 31aTHICTH 10 BUKOPUCTAaHHS METOIMK HABYAHHS YYHIB 3arajlbHOOCBITHBOI IIKOJIH
iH(popMaIifHO-KOMYHIKAI[IHHUM TEXHOJIOT15IM.

- ®K 3parnicte g0 O00JIKy Ta aHami3y yHOpaBIiHHSA TPOLIECOM HaBYaHHSA Y4HIB
3araJlbHOOCBITHBOI HIKOJU 1H(GOPMaIIHHO-KOMYHIKaLlIHHUM TEXHOJIOT1SIM.

- CK 3paTHIiCTh ympaBisiTH KOMIUIEKCHUMH JisIMHA / MPOEKTaMH, BiAMOBIAATH 32 MPUHHATTS
pillleHb y HerepeadauyBaHUX YMOBaxX Ta MpodeciiiHuil po3BUTOK 3/100yBaviB OCBITH 1 MiAJIETINX

- CK 3parnicTe anHamizyBatd €(EKTUBHICTh NMPOEKTHUX pIllIeHb, TMOB’S3aHUX 3 MiT00pOM,
eKCILTyaTaIli€ro, yJIOCKOHAIICHHSIM, MOJICPHI3aIlI€I0 TEXHOJOTIYHOTO OOJIAJTHAHHS Ta yCTATKYBAaHHS
raiy3i/cepu BIAMOBIIHO 10 criemiai3alii.

Pe3ynpratu HaByaHHS:

- [IP CtBOproBaTH 1HCTPYKLIi, HACIOPTH KOMIT IOTEPHUX KJIAciB 3 BUMOIaMH JIO O€31EeYHOro
OTpUMaHHs, 0OpOOJIEHH Ta mepenaBaHHs iH(opMarii..

- [1P BceranoBnioBaTH Ta HAJIAITOBYBAaTH POrpaMHi 3aco0u 3axucTy iH(popmarii.

- [1P InenTudikysaru 3arpo3u it oOupatu BIINOBIAHI A1 AJIs 3HELIKOIKEHHS IIUX 3arpo3.

- [P BusiBnaATH mij103piidy aKTUBHICTh B CUCTEMI Ta 3HEIIKOKYBATH il

- [IP AnanisdyBatu Ta OLIIHIOBAaTH PU3UKH, MpoOJIEMHU y MpodeciitHiil aisnbHOCTI i oOupatu
e(eKTUBHI LUIIXH 1X BUPIIIEHHS

- [IP 3acTocoByBaTH MIKHApOJHI Ta HalllOHAJIbHI CTAHIAAPTU 1 NMPAKTUKU B HpodeciiiHii
USIIBHOCTI

3micT Kypcey:

3microBuii Mostyns 1. Betyn 1o kibep3axucry.

OCHOBHI MOHATTS Ta TEPMIHOJIOTIi. 3HaUeHHs KiOepOe3neku i HalllOHAIbHOIO 3aXUCTY Ta
1HIUBIyadbHOI TPUBATHOCTI.

Tema 1 Betyn g0 kibep3axucry.

OcHOBHI TIOHATTS Ta TEPMIHM: «KiOepaTaka», «Bpa3IUBICThY, «IIKIJJIUBE TPOTPAMHE
3a0e3nedeHHs (MayBap)», «QIMIMHT», «paHCOMBape», Ta iHmI. OcHOBH KpuUnTorpadii, MpUHIUIHA
0e3nevHOl IHTepHET-TIOBEIHKH.

Tema 2 3naueHHs KiGepOe3neKkH I HalllOHAIBHOTO 3aXHCTY .

3axuCT HAIIOHAIBHOI IHPPACTPYKTYPH Ta YPATOBUX YCTAHOB, 3a0€3MEUEHHS MPUBATHOCTI Ta
0e3mneKkH 1HIUBIAyaIbHUX KOPUCTYBadiB iHTepHeTY. Brme kibepOe3neku Ha eKOHOMIKY, HOJITHKY
Ta COIllaJIbHE KUTTSL.

Tema 3 KiGepaTax¥ 1 iX BIUTUB Ha Jiep>KaBHI yCTaHOBU

Amnanmiz arak tuny  WannaCry, NotPetya Tta iHmi. BukopuctanHs BpaszauBOCTE B
porpaMHOMY 3a0e3NeyeHHl Ta 1H(pacTpyKTypi NPOTH OpraHi3auid Ta LUIMX KpaiH, BUCHOBKH 3
IHIIUJICHTIB JIJIs1 TOKPAIIeHHS BIacHOI KibepOe3neku.

3MicTOBHI MOy b 2. 3arpo3H Ta BPa3JIUBOCTI.

OcHoBHI BuaAM KiOep3arpo3. Meroau po3Mmi3HABaHHS Ta 3amoOiraHHs KiGepaTakam.
AKTyalbHiI CXeMH HIaXpaiCTBa Ta COLIaNbHOI 1HXKEHEPii.

Tema 1. OcHOBHI BUAM KiOep3arpos.



®imuHT, BipyCcH Ta TPOSHCHKI TPOrpaMu, ransomware, cram Ta 1HIIIi.

Tema 2. MeTtoau po3ni3HaBaHHs Ta 3amo0iraHas KidepaTakam.

PosmizHaBanHs (imMHroBUX arak, migo3pumx ¢anmais, aucTiB. Oprasizamis TEXHIYHUX
3axo/iB 3 KiOepOe3nekn Ta 3MEHIICHHS pPHU3MKIB: poboTra 3 maHuMu, OaratodakTopHa
ayTeHTH}IKAIlisA; MiHIMI3aIlisg TpUBLICIB Aoctyny no iHdopmariii. BusBineHHs Ta pearyBaHHsS Ha
IHIMIEHTH (PEeKOMEHJOBAaHUM IUIaH il y BUMAAKy IHUMACHTIB OB ’S3aHUX 3 KibepOesnekoro).
KonigeHmiitHicTh y iIHTEpHETI, 30KpeMa y COIiaTbHUX MEepexax

Tema 3. IToHATTS comiaibHOI IH)KEHEpii Ta MPUKIIAAN aKTyalbHUX CXEM HIaxpancTBa.

bazoBe moHATTS: colliaabHa 1HXEHEPIs, THKEHEPIS COLIATTbHIX MEPEXK.

3mictoBuii Moaynb 3 KibepOeseka yqacHUKIB OCBITHBOTO MPOIIECY

Tema 1. On-naiin ta o-naitn imenTudikaiis. Meroau Ta 3aco0M 3axUCTy KOH(DIICHIIHHOT
iH(pOopMarlii, IepCOHANBHUX JaHUX YYaCHUKIB OCBITHBOTO MPOIECY

KoudineHuiitHicTp, HUTICHICTh Ta JOCTYNHICTh NaHuX. Hacminku nopymienns 6esneku. OH-
JaifH Ta od-naifH ineHTudikanis. [IpuBatHi gaHi Ta Micus iX posranryBaHHs. [IpHunHN BUKpaIeHHS
naHux. be3gpoToBi 3'eqHaHHs, aBTeHTHU(iKalis Ta cTiki mapoii. Merogum Ta 3acobu 3axHcTy
KoH(}imeHiitHOT iHpopmanii mnpu BukopucTaHHi I[HTepHery. Tumm mnopymHHKIB y cdepi
kiOepbOe3neku. BuyTpimHi Ta 30BHImHI 3arpo3u. [IpaBoBi mnpobiemu kiGepOe3meku. 3axuct
oprasxi3arii.

Tema 2. 3a6e3neuenns iHhopMaliifHOT 6€3MeKH YIaCHUKIB OCBITHBOTO MPOLIECY

Indpopmaniiina Oe3neka 3m00yBadiB OCBITH. JIOKyMEHTH, IO PETIAMEHTYIOTH POOOTY
3aKJIaJly OCBITU 3 MEPCOHAIBHUMHU JIaHWMHU, IUIAHM 3aXOJIB LI0J0 3abe3nedeHHs iHdopMariitHol
Oe3neku 3100yBaviB ocBiTh. KibepOesneka y4acHUKIB OCBITHBOTO TIPOIIECY.

Tema 3. YaockoHaneHHs piBHS HU(PPOBOi KOMIETEHTHOCTI YYaCHUKIB OCBITHBOT'O MIPOLIECY 3
K10epOe3neKu: IHCTPyMEHTH, TEXHOJIOT1{

CyuacHi MDKHapO/HI porpaMu y raiy3i KibepOe3neku, HanpsMu MOJANbLIOr0 MiBUIIEHHS
kBamidikarii. 3HaOMCTBO 13 cepenoBuieM auctaHIiiHoi ocBiTH Cisco NetAcad mixHapoaHOT
mepeskeBoi akagemii Cisco Ta CRDF Global
MeToau HABYAHHS:

— METO/IM OpTaHi3allii 1 3A1MCHEHHSI HaBYAIbHO-T13HABAJILHOI A1STbHOCTI:

MOSICHEHHS,

pO3IOBiIb;

Oecina;

LTIOCTPYBaHHS;

JIEMOHCTPYBaHHS,

CaMOCTIHE CIIOCTEPEIKEHHS;

MPAKTUYHI 1 JOCTIIHI pOOOTH;

METO/H CTUMYJIIOBAaHHS HAaBYAIBHOI MISUTBHOCTI:
CTBOpEHHS CUTYaIlli IHTepecy y MpoIleci BUKIaICHHS;
CTBOPEHHS CUTYaIlii HOBU3HU;

OTIopa Ha )KUTTEBUHN JOCBIJl CTYJCHTA,

CTUMYJTFOBaHHSI O0OB'SI3KY 1 BIJIMOBIJAIPHOCTI B HABYAHHI;
- METOJIM KOHTPOJIIO 1 CAMOKOHTPOITIO Y HaBUaHHI:
1HIUBIyajdbHEe ONUTYBaHHA, (PPOHTATbHE ONUTYBAaHHS, KOMOIHOBAaHE ONUTYBAaHHS;

0 TECTOBHUI, CAMOKOHTPOJIb 1 CAMOOIIIHKA.

HoaiTnka Kypcy (0cO0JMBOCTI NMPOBEAEHHS HABYAJIbLHHUX 3aHATB). OuHE,
3a04He, TUCTaHIIiHE, poboTa 3 TaOOpaTOPHUM OOJIaTHAHHSIM.

[TonmiThka OCBITHBOI KOMIIOHEHTH IPYHTYETbCS Ha 3acajax akaJeMiuyHoi 100poYecHOCTI,
npuiinsToi B YuiBepcuteri (https://bdpu.org.ua/wp-content/uploads/2020/03/akademdobrochesnist-
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sayt.pdf). He pmomyckaerbcsi akageMmiunwii 1iariat, Qanbcudikamis 1 ¢aOpuKkaiis ITaHHX,

CHHCYBaHH;, 3a00pOHSETHCSI BUKOPUCTAHHS 3100yBauaMyu OCBITH JOAATKOBUX JDKepen iH(opmarii
MiJl Yac OIlIHIOBaHHsS HABYAJIBHHUX PE3yibTaTiB (y TOMY YHCII 3ac00aMM €JIEKTPOHHOTO 3B’SI3KY).
SIKII0 y XOZ1 OCBITHBOI AiSITBHOCTI 3100yBad BUKOPHCTOBYE IHTEPHET-PECYPCH, IITYYHUH IHTEIEKT
abo 1Hmi jpkepena iHdopmarllii, BiIH Mae mpo 1me 000B’A3KOBO BKa3yBaTH (HABOJIWUTH BIIMOBITHI
MOCUJIaHHS).
Texniune # mnporpamMHe 3a0e3ne4eHHs1/001aJHAHHS, HAOYHICTb: 1aboparopHe
o0agHaHHs, crieliani3oBaHe mporpaMHe 3a0e3nevyeHHsl.
Cucrema OUiHIOBAHHS Ta BUMOTH !

1. IToTouHMIT KOHTPOJIB

- 3BIT 3 J1abopaTopHOi poOOTH;

- 3BIT 3 CAaMOCTIHHOT po0OTH;

- IHIUBIya bHE 3aBIAHHS,

- 1HUBIyadbHE OMUTYBAHHS,

- (GbpoHTaNIbHE ONTUTYBAHHS;

- KOMOIHOBaHE OMHUTYBaHHS;

2. 3aiik
Oyinka 3a Oyinka 3a
VHIBEepCUMEmCcbKOI0 WKANO0I0 wxanorw ECTS

90 - 100 A
78 — 89 B
65— 77 C
58 — 64 D
50 — 57 E
35-49 FX (3 MOXJIMBICTIO IOBTOPHOTO CKJIAJTaHH)
1-34 F (3 060B’s3x0BuM TIOBTOpHUM BHBYCHHSIM OK)

Kpurepii oniHroBaHH# 3aBJaHb 3MiCTOBUX MOJYJIIiB

MaxkcruMaibHa KUIBKICTh OajiB pa3oM 13 caMOCTIIHOIO poOOTOIO 32 KOXKHY TEMY CTaHOBHTD
25 GauniB. CucreMa HapaxyBaHHs OaiB nojgaHa B Tabmuii. KOHTpoib BKIIIOYa€e OI[iHIOBAaHHS 3HAHb,
YMiHb Ta HABUYOK.

3aBnanHs OMmiHIOETHCS 10-mMa OanmaMu, SKIIO BIAMOBIAL MpaBUIIbHA, MOBHA, 3 JOCTaTHIM
TEOPETHYHUM OOTPYHTYBAaHHSIM, IO3HAY€HA €JEeMEHTAaMH TBOPYOCTi; Ma€ MICIle apryMeHTaIlis
ocobucToi mo3uii, mpaBUiIbHO oopmileHa JabopaTopHa podoTa.

Oninka "8-9 OGanu": BIANOBIAb MpaBUJIbHA, JIOTIYHA, OOIPYHTOBaHA, aje O€3 E€JIEeMEHTIB
BJIACHUX CYIKEHb, PaBUIILHO 0QopMIIeHa TabopaTopHa poOoTa..

Orminka "6-7 OGamu": B IIIOMY 3aBJaHHS BHUKOHAHO TPaBUJIBLHO, MOBHICTIO, MPOTE MAlOTh
MicCIle OKpeMi HETOYHOCTI, a00 PO3B’sA3aHHS HE MICTUTh HAJEKHOTO TEOPETUYHOTO OOTPYHTYBAHHS,
paBWIbHO oopmieHa T1abopaTopHa podoTa..

Ominka "4-5 Oamu'": BIAMOBIAb HEMOBHA, IOBEPXOBA, XapaKTEPU3YEThCS BIICYTHICTIO
CaMOCTIHHOTO aHaJi3y, MpaBWIbHO oopMIIeHa JJabopaTropHa podoTa..

Ominka "2-3 Oan'": BIANOBIOb €JIEMEHTAapHA, ()parMeHTapHa, IO 3yMOBIIEHO HEYITKUM
YSBJICHHSM TIPO MPEAMET MUTAHHS, IPABIIIHBHO 0dopMieHa JaboparopHa podoTa..

Ominka "1 6an": TUIbKH paBUIBHO OopMmileHa TaboparopHa poboTa.

Ominka "0 OamiB": HempaBWJIbHA BIAMOBIAbL a00 ii BiICYTHICTH, JIaboparopHa poOOTa HE
odopmieHa.

Cucmema peiimunzosux (6azosux) oanie ma Kpumepii OUiHOBAHHA

JlaGopaTopHi po6oTu. Barosuii 6an — 10, B TOMy 4HCIi MiATOTOBKAa MPOTOKOIY — 2 Oainu,
BUKOHaHHS poOoTH — 4 0anu, 3aXucT podoTn — 4 Ganu.
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0..2 nideomoska npomokony :2 — SKICHa MIATOTOBKA, aKypaTHO O(OPMIICHHH MPOTOKOJ
naboparopHoi poboTu; 1 - HAIBHICTH HEJOMIKIB Y 0hOpMIIEHH] TPOTOKOITY JIabopaTopHOi podoTH;
— rpy01 MOMIIIKH TIpH 0()OPMIICHHI MPOTOKOJTY JIAOOPaTOPHOI poOOTH, TPOTOKOI BiACYTHIM

0..4 suxonanns pobomu, 3axucm pobomu: 4 — akypaTHe Ta IpaBHIbHE BUKOHAHHS POOOTH,
JIOTIYHA Ta TOCJI0BHA BIIMOBIIL MPH 3aXHCTI JaOOpaTOpHOI PoOOTH; 3 — HASABHICTh HE3HAYHHX
HEJIOJIIKIB y BIATOBIISMX NMPH BUKOHAHHI, 3aXKCTI TabopaTOpHOi poOoTH; 2-1 — HAsSABHICTH HEIOJIKIB
Yy BHWKOHAHHI, Yy BIAMOBIASX TpPH 3aXUCTI JIabOpaTOpHOi poOOTH, MPOTOKOdi; 0 —BiICYTHICTH
BUKOHaHHS po0oTH, rpy0i THOMWIKM TpW IHTEpIpeTalii pe3yiabTaTiB pPO3PaxyHKY, CTYICHT
HECIIPOMOKHUH 3aXUCTHTH pOoOOTY.

I Tpadmni 6ann.

HecBoeuacuuii 3axuct yaboparopHoi poOOTH, He3amOBiUIbHUN BXiguui KoHTposb — (1..5)
OautiB

3aoxouyBasbHi 0aJuan.

VYdacTb y MojepHi3allii J1abopaTopHUX poOiT, yIOCKOHAJICHHI TUIAKTUIHUX MaTepiamiB 5..15
6aniB Iadopmarniitnuit momryk Ta miAroToBka pedepary 3 HaJaHoil Bukiagadem temu S..10 6aiis
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